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Business Continuity Management

Public Statement

CJSC JSCB National Clearing Centre (hereinafter NCC) is a subsidiary of Moscow Exchange Group, performing functions of a clearing organization and central counterparty in the financial market. As a clearing organization, NCC realizes the necessity to be prepared for various   events which could potentially cause a disruption in normal operating procedures/ also it is a Central Bank of Russia requirement to work out and implement adequate measures against various types of incidents. Bearing in mind all that mentioned above, NCC has implemented an up to date Business Continuity Management System (BCMS).

The goal of the BCMS is to ensure that NCC can continue to process its business including fulfillment of all obligations. There are a variety of services that NCC offers and in the event of the activation of the Business Continuity Plan, it will focus primarily on maintaining business critical processes in the short term strategy, non-critical processes - in the medium term strategy and on full recovering of all remaining processes in the long term strategy.

A wide variety of incidents could occur that would require the activation of the Business Continuity Plan. While it is difficult to provide a comprehensive list of grounds which could trigger the Plan activation, for example- anything from natural disasters to terrorist attacks. Therefore when NCC experiences difficulties to support business critical systems (both automated and manual) due to failures, attacks or accidents, the Business Continuity Plan will be activated in a timely manner.

ALTERNATIVE LOCATIONS

Based on business continuity requirements and according to Business Continuity strategy, NCC   manages alternative locations for main offices, which will be put into operational mode   should the access to main offices is blocked. Each alternative location is fully equipped   with all necessary equipment and ready to accommodate employees immediately after declaration of a crisis. Geographically distributed IT architecture allows not to interrupt IT services in case of a site loss.
THE PROCESS

NCC has built its Business Continuity approach based on ISO 22301:2012 international standard specification using its Plan-Do-Check-Act model. Key elements of this approach are:
· Business Continuity policy – approved by Supervisory Board policy describes the framework how BCMS works in NCC;
• Business Continuity Risk Assessment – process of risks identification, analysis and evaluation of their impact to NCC;
· Business Impact Analysis – is analysis of business functions and the effect that a business disruption might have upon them;
• Crisis Management Planning – defining high-level Business Continuity strategy for NCC which includes predefined principals of crisis management;
• Business Continuity Strategy – defining strategy by scenarios groups for critical areas as Staff, Location/ Building, Infrastructure, Data and Suppliers;
• Business Continuity Plan – documented collection of procedures and information that is developed, compiled and maintained in readiness for use in an incident to enable department to continue to deliver its critical activities at an acceptable pre-defined level;
· Disaster Recovery Plan - documented process to recover and protect IT infrastructure in the event of an incident;
• Incident Management Planning - clearly defined and documented plan of action for use at the time of an incident to minimize impact for staff and key business activities;
• Crisis Communication Planning – document defined communication priorities during an incident and contains number of easy-to-use predefined communication templates to cover both external and internal communications;
• Testing and Exercising – Important process designed to validate planning quality, Business Continuity process effectiveness and organization preparedness. NCC provides different types of training to employees with or without roles in BC. On a regular basis NCC performs incident preparedness/ validation tests using different scenarios. Here are some typical tests and exercises:

· Business Integration Test – to validate overall staff, infrastructure and management readiness and preparedness to successfully continue business operations in case of an incident;
· Call Tree Test – designed test to check ability to spread information across the company during emergency situation;
· Table-Top Exercise – allow to staff go through appropriate business continuity plan, ask question and verify plan’s priorities without to be immersed in a critical situation;
· Technology Test – separate from other exercises technology teams conduct various types of exercise, including redundancy testing, system stress exercise for all system used in the organization;
· Pandemic test – is designed to review measures against pandemic.  Second part of the test is to evaluate how NCC prepared to high absentee rate; 
· Reporting – is designed to show to management overall organization preparedness level and subject for analysis and improvement program realization.
· Continual improvement - NCC strives for continually improve the suitability, adequacy or effectiveness of business continuity measures. NCC reviews BCM related documentation including Business Continuity plan annually or earlier (as a result of significant change in the processes or systems). 

BCM TEAM 

NCC has its own BCM team which addresses BCM related matters including 24/7 “monitor and watch” team. As being a part of the Moscow Exchange Group NCC has an opportunity to use resources of the Group BCM team therefore methodology and implementation process of the BCMS is the same within a Group.   
DOCUMENTATION AND DISCLOSURE
NCC clients should be aware that due to confidentiality and proprietary nature of Business Continuity documentation, it cannot be disclosed or distributed to the public. 
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